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Connect M2 Multi-Platform Gateway to
AWS loT

This tutorial will guide users to set up a private LoORaWAN® network by
connecting the LoORaWAN® sensors and M2 Multi-Platform Gateway to the

AWS Cloud.

o
I..I C
.
& ‘
‘;.- ;‘..\d -I'.| P 1..-I
y & Al
A . .|_ IS
-
LN

WESS

The laT Hardweare En hnology Co., Ltd. All rights reserved. solution.seeedstudio.com



SenseCAP

Table of Contents

1. AWS 0T CoNfIQUration ........c.eeeeiiiiiieee e 1
1.1 Add GAEWAY ...ceeeeiieee it 1
1.2 Add ProfileS ... 5
1.3 Add Destination ........ccooeiiieieiieeee e 7
1.4 Add LORAWAN DEVICES ....coeieeeeeieeeeeiieee e 8

2. Gateway Configuration ..........cceeeeiiiiiee e 10




SenseCAP

1. AWS loT Configuration

Log in to AWS,If you don’t have an AWS account, please create a new account first.

aws

Sign in

AWS SKILL BUILDER

A leap forward

L] .
in team learning
User within an account that performs daily tasks.

5 cribe for team

©® Root user
Ageount owner that performs tasks requiring
unrestricted acoess. Learn more

Root user email address cloud training, all

mple.com in one plac

By continuing, you agree 1o the AWS
Agreement or other agreement for AWS services, and the
Privacy This site uses essential cookies. See aur

Caokie Notie

 more information.

Create a new AWS account

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. English ~

1.1 Add Gateway

® Step 1: Add gateway

Navigate to Internet of Things > loT Core

Recently visited Reset to default layout | RSP ETTVETHES

Internet of Things
Favorites

All services FreeRTOS i Welcome to AWS

) Getting started with AWS [3

ientals and find valuable
informatian to get the most out of AWS
AR&VR IoT Analytics

Collect, pre Training and certification [

st Management
Learn from AWS experts

— Blockchain loT Core T skils and knowisdge.

pplications
pute ¢ Whats new with AWS? (4

I vewr AWS. services, features, and
> Containers E

3 Customer Enablement
Database
loT Events
End User Computing Mo

Front-end Web & Mobile
AWS loT FleetWise eshing the page.

Game Development it
Machine Learning

Management & Gover

»

& Migration & Transfer

Networking & Content IoT SiteWise
s

Delivery
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Select LPWAN devices > Gateway to add a gateway

AWS loT X AWSIoT > Mamsge > LPWAN devices > Gateways 2 (4
Manitor Gateways (3) info
Connect
Connect ane device Gateway 1D Mame Deseription Last uplink received v
b Connect many devices
- . . July 12,2022, 03:17:11 UTC+0800)
27734 = B
Test
» Deviee Advisor 8233 B - - ‘September 08, 2022, 14:46:03 [UTC+0800)

MQTT test client

Manage
» All devices

b Greengrass devices

¥ LPWAN devices

» Devices

Profiles
Destinations
» Remote actions
b Message Routing
Retained messages
» Security

» Fleet Hub

Device Software

Gateway's EUI: The gateway EUI can be found on the device label or Local Console

Frequency band: Select the Frequency plan according to the actual choice.

AWS loT x AWS 10T Manage > LPWAN devites > Gateways > Add gateway

st 1 Add gateway .-

Monitor i ey
steo2 Gateway details o
Conneet
Connect one device Gateway's EUI Confirm gateway's EUl
» Connect many devices = =
Enter the 16-digi alphanumeric ELA cade faund on your gateway. | Re-ener your gateway's EU o confinm,
Test Frequency band (RFRegion)
» Device Advisor EUBER v
MQTT test client “hoose Ra specific frequency band (RFRq

Name - optionot

Manage w2 Mp
b Al devices Give your gateway a destriptive name to make L easier 1 locate.
b Greengrass devices Description - optional
¥ LPWAN devices Gatewoy description

Netwark analyzer

Gateways

» Devices
Profies
Destinations

Thing association (rts

» Remote actions

» Message Routing

Retained messages Associate your gatewsy with an AWS loT thing

casier 10 search for and

» Security

16T thing for you and assaciate t with thes gatenay: Things In AWS 10T can &

¥ Fleet Hub
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® Step 2: Configure your gateway

Create certificate

NVigiia ®  wangehengjin

AWS loT PRl © catewsy addea « B
e —

Minitor: AWSIOT > Manage > LPWAN devices » Gateways > Add gateway

Comnect e Configure your gateway w.

Connect one device Your gateway was added to your AWS account, In this step, you'll collect the security and connection resources you need and

upload them to your gateway.
¥ Connect many devices Stay2
Configure your gateway

Gateway certificate
Test d

& that your gate securely with AWS . files 5o that
themto your gateway.
b Device Advisor

MQTT test client —_—
Create certificate |

Manage

» Al devi fao s
e Provisioning credentials i
¥ Greengrass devices Choose the endpoint that your gateway supports. Then, copy the andpaint A Sonlaad the server trust cerficate 50 that you can it
them to yaur tewy
v LPWAN devices
Network analyzer
g CUPS (Canfiguration and Update Server) endpoint
Gatewsys
e https ://ANGVARKBZOCEQ. Cups. Loranan. Us-east -1,anoZonaws  com: 443 2N

Profiles
LN (LoRaWAN Netwark Server) endpoint
Destinations

wss://ANGVARKEZ0C6Q. Tns Loraman. us-east-1. omazonows. com: 443 [& com |

» Remote actions

L8 kstog Server trust cartificates

Retained messages Do o s o cor it o the adpoint your gateway supprs,
» Seauity £ Download server trust cer
» Flest Hub

Gateway permissions

Download the certificate files and server trust certificates.

© Gateway added

AWS loT X
e et your gatew.
Honitr
i Configure your gateway

ot Your gateway was added bo your AWS account.
spload them to your gateway.

step, you'l collect the security and connection resources you need and

snect one device

Configure your gatewsy
» Connect many devices Gateway certificate
5213t your GatEaY 3 CoAIca Sacre T AWES 1T, il the caFUAcate les 50 that you can Lplaad
.
Test
o @ Certificate created and assaciated with your gateway
MQTT test llent
These y
gateway.
Manage
» All devices Gateway certificate file 1ebfS42¢ 6eco-4 '
» Gresngrass devices
ite key file Tebf542¢-6e
* LPWAN devices
Gateways
> Dvices
Profiles Provisioning credentials wio
Bk home oy o han, copy the ol s cortcaa o that you an 3
» Remote actions
» Message Routing CUPS (Configuration and Lipdate Server) endpoint
Retained messages S s P
» Seaurity
» Fleettih LNS (LoRaWAN Network Server) endpoint
WSS //ANGVARKBZOCEQ. 1ns  orawan. us-cost-1. anazonaws. con:443 copy
Device Software

Server trust certificates
Billing grovps

Settings #1 Download server trust certificates.

dpoint it gitewty

B cups.trust
B Ins.trust

B 1ebf542c-6ecO- M0, JIBL. W, . WML )cert.pem
B 1ebf542c-6ec0 @~ 'wan’ mmm__._ WM, private.key
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Choose the Role: lIoT Wireless Gateway Cert Manager Role, then submit the
configuration.

© Gateway added
U ———

AWS loT X

Monitor Server trust certificates.

Downiaad your server trust certificate o you can upload the it your gatewey supports

[ Download server trust certificates
Connect

Connect one device

» Connect o s T

_ iFyou the your account, create the role before you

& ng ¥ W AWS loT without this rale.
i [EEE—— -

Manage
Connect your gateway i

b All devices

b Greangrass devices

Gateways
» Deviees
Profiles
Oestinations. Connect to your gateway's  Enter your gateway and Enter the endpaint into your
local netwark server trust certificates gateway's user interface
» Remate actians
i i :
» Message Routing Using IFyou created your  Copy your endpoint to your gateway
gsteway’ . connect to y load it by using
Retained messages your gateway directly using ts the gateway's user nterface. i your  gateway to your consale.
» Secury Ethemet port, or its local Wi-Fi. vendor provided a certificate with
‘your gateway, you can skip ths step.
» Flest Hub
Device Software (© Afteryou acd the gateway, i can take a while for It o complete Its.configuration. To view your gateways, apen X
Billing groups the Gateway page. You can alsa add more devices while you walt for your gateway.

Settings
Leam Cancel Previous

Feature spotiioht

® Step 3: Check gateway connection status

Navigate to the Gateways page and choose the gateway you've added.

In the LoRaWAN specific details section of the Gateway details page, you'll see the
connection status and the date and time the last uplink was received.

AWSIoT > Manage > LPWAN devices ) Gatewsys » Gateway details

Test

- -
» Devce Advisor lebf542c-6ecO- .___ _ . ®W_U___mmf,. ea || oew
MQTT tes clent
Details
Manage
» Allcevices Gateway D Name fio—
Tebf542c-6ec0-4300 L M2 MP
» Greengrass devices
v LPwaN devices Assocated thing rame Descrption

Network analyzer 63327 <T66-4ot
Gateways
 Devices
Multicast grougs LoRaWAN details  Position | Tags
FUOTA tasks
Profiles
Destinations LoRaWAN specific details

b Remote actions

T GatewayEUl LastUplinkReceivedat Netldilters
2 etober 10, 2022, 09:54:23 UTC+0800) -
Retained messages
» Security ReRegion Join€uiFitrers
» Flast Hub s =

SubBands

Device Software

Rillina armun
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1.2 Add Profiles

Device and service profiles can be defined to describe common device
configurations. These profiles describe configuration parameters that are shared by
devices to make it easier to add those devices. AWS loT Core for LoRaWAN
supports device profiles and service profiles.

® Step 1: Add devices profiles

Navigate to Devices > Profiles, click Add device profile

AWS 10T x AWSIOT 3 Mamage 3 LPWAN devicss > 7
s LonaWAN | Sidewalk 5

o Device profiles (1) o ‘Add device profile
con

Profile 1D Device profile name MACVersion RegParamsRevision MaxEIRP RFRegian

B612f593-2 US915-A-0TAR 103 RPODZ-1.0.1 L usa1s

Service profiles (1) isfo Add service profile

Profile 1D Service profile name AddGWMetaData

dradsatd-Ebb2 oot TesT on

Provide a Device profile name, select the Frequency band (RfRegion) that you're
using for the device and gateway, and keep the other settings to the default values.

AWS loT % AWSIoT > Manage ) LPWAM devices > Profiles > Add device profile

Add device profile

Device profile o

EuB6s - A v
Devi
EUBG8-A-OTAR
MAC wersion Regional parameters version
The MACY e Selct the egic veesian idaniife foc
103 ¥ RPO02-1.0.1 (recommended) v

MasEIRP
Enter the MaxEIRP wol
s
Supports Class B
Chaosa toenter the values for Ciass 8 s

@

Supports Class €
Chacse to enter the values for Cl

[o ]

Supports Join
Chacse toenter the vals

RXDROffset] RiFreq2
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® Step 2: Add service profiles

Navigate to Devices > Profiles, click Add service profile

AWS loT X AWSIOT > Manage > LPWH

devices > Profiles

LoRst

PP Sidewslk

° Device profiles 2) e [ ssd sevieprame|

Connest ene device

b Connect many dovices

Profila 1D Devica profile name MACVarsion RegParamsRovision MaxEIRP RFRegion

Test

» Device Advisar US915-A-OTAR 103 RPO02-1.01 u usars
MQTT test client EUSGE-A-OTAR 103 RPO02-1.0.1 s [usssz

wanage
“ Service profiles (1) i
» Al dvices

b Greongrass devices
¥ LPWAN devices
Profile 1D Sarvice profita nama AddGWMetaDats v
Network analyzer

Gateways dfadszid-sht TesT o0

Retained messages
» Searity

> Flest Hub

Device Seftware
Biling graups

Sattings

It's recommend that you leave the setting AddGWMetaData enabled so that you'll
receive additional gateway metadata for each payload, such as RSSI and SNR for
the data transmission.

AWS loT X AWSIoT > Manage > LPWAN devices > Profiles > Add service profile

Add service profile
Monitor

Service profile info

A service profile describes the features that are enabled for the user(s), and the rate of messages that can be sent over the network.

Connect

Connect one device :
Service profile name - optional

¥ Connect many devices Entera descrptive profile name.
M2 MP
Ld © AddGWMetaata

Add additional gateway metadata (RS, SNR, GW geoloc, otc) to the packets sent by devices

¥ Device Advisar

MQTT test client

Tags - optional
Manage Atag s label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and lter
Your resoLrces of track your AWS costs.

» All devices
> Greengrass devices §
Key Value - optional
¥ LPWAN devices
Q key Q value Remove
Netwaork analyzer
Gatewsys Add new tag
» Devices You ean add up to 89 tags.

Profiles

Destinations Cancel

v

Remote actions

¥ Message Rauting
Retained messages

b Security

v

Fleet Hub




SenseCAP

1.3 Add Destination

Navigate to Devices > Destination, click Add destination

Destination name Expression ExpressionType

TEST/TEST MattTopic

Publish to AWS loT Core message broker

Permissions: Select an existing service role > loT Wireless Gateway Cert Manager
Role

Note: A destination name can only have alphanumeric, - (hyphen) and _ (underscore)
characters and it can't have any spaces.

AWSIoT > Manage 3 LPWANdevices > Destinations > Add destination

AWS loT x
Add destination ...

Destination details ifo

3 copy

Permissions.

© Select an existing service role
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1.4 Add LoRaWAN Devices

® Step 1: Add wireless device

Navigate to LPWAN devices > Devices, click Add wireless device

LorawaN | sidewalk
LoRaWAN dovies ()

Device ID Mame Destination Last Uplink Received At Am DevEul

== ES-TEST TesT - us-east-1:6278,
TesT m a3t 16278,

® Step 2: Configure device

Wireless device specification: OTAA v1.0x (when you use OTAA, your LoRaWAN
device sends a join request and the Network Server can allow the request)

DevEUI: The device EUI can be found the the device label or Local Console

App Key and App EUI can be found in this HTTP API:
https://sensecap.seeed.cc/makerapi/device/view_device_info?nodeEui=xxx&device
Code=xxx

)4F&deviceCode=84DB"

"code": "0",
"data": {
"nodeEui": "2CF7F1Cl4 |
"deviceCode": "84DB7BE¢ M 18",
"lorawanInformation": {
"dev_eui": "2CF7F1C Hm-,
"app_eu 8000000y m m 29",
"app_key": "A49D3AE9C44E3S H'H
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AWS loT

Menitor

Connect
Connect one device

» Connect many devices

Test
» Device Advisor

MQTT test client

Manage
> All devices
» Greengrass devices
¥ LPWAN devices
Network analyzer
Gateways
¥ Devices
Multicast groups
FUOTA tasks
Profiles
Destinations
» Remote actions
» Message Routing
Ratained messages
» Security

> Flest Hub

Device Software

AWS 0T > Manage > LPWAN devices

Step 1
Configure deviee

Step 2 aptionat

Devices > Add device

Configure device

LoRaWAN specification and wireless device configuration e

‘Wireless device specification

OTAA Y1 0%
DevEUl Confirm DevU)
26771 2575
£l value wireless enter the Devel
Appkey Confirm AppKey

e 7nceac. NI

TFIAG6ACA:

7

AppEUL
B0000(

rexa ecimal AppEL that your wirle:

Wireless device name - optional

M2Mp

A deseriptive eekess deviee easier o locote.

‘Wireless device description - optional

A holpful description of your wirelass devics.

» FUOTA configuration - Optional

requency purt g status, verson
Defouit FPorts havs been populted for your eference.

® Step 3: Check device connection status

T Core

Navigate to the Devices page and choose the device you've added.

In the Details section of the Wireless devices details page, you'll see the date and
time the last uplink was received.

AWS loT

Monitar

Conmect
Cannect one device

¥ Connect many devices

Test
» Device Adwisor

MQTT test chient

Manage
» Al devices
» Greengrass devices

* LPWAN deui

Hetwork

Gateways

* Devices

Multicast groups
FUOTA tasks
Profiles

Dest

» Remote actions
» Message Routing

Retained messages
¥ searity

» Flent Hub

AWSoT > Manage > LPWAN devices

LoRaWAN: Device e3533090-76ac-4c¢5f- L EAMRRSSS Co

Details.

Device 1D
©3533090-T6ac-4c

Associated thing name

346997109541 L}
Profles | Deviceuafic | Position
Device traffic

Last connected gateway

27

Downlink message queue (0) wa

Message 1D

Devices > £3533090-76ac-

Name
TEST
Description
Tags
Devewr RSS! (dBm)
000000" 109
Timestamp FPort

No dowalink messages

N downlink messages have been quetied

P ——

SN (d8)

275

Edit Delete

Destination

TEST

Last uplink received at

Septamber 07, 2022, 17:33:23 (UTC+0800)

Clicking reeshing buttan will ineur costs |

Frequeney Data rate
504100000 3
c < | Quese downlink message
1 @
Tramsmithode
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2. Gateway Configuration

® Step 1: Log into Local Console

Check out the device's Quick Start to login.

192.168.168.1,

Authorization Required

Please enter your username and password.

Usemame  admin

Password | sweseees

Powered by LUC! / OpenWit 21.02,0 A1-20220615 r16279-50c0535800

® Step 2: LoRaWAN Network Settings

Navigate to LoRa > LoRa Network

Mode: Basics Station

Gateway EUI: It will automatically get the EUI of the connected gateway
Server: Choose CUPS Server or LNS Server (For CUPS, port is 443; for LNS, port is

8887)

Learn more about CUPS and LNS Server

Authenentication Mode: TLS Server and Client Authentication

192.168.168.1

LoRaWAN Network Settings

Gateway EUI

Mode

Basic Station Settings

Gateway EUI
Server

uAl

Authentication Mode

trust

certificate

2CF7F1

Basics Stton

2CFTF110-
LNS Server !

neioss W N
OFor

drass:443, LNS wess
LS Server and Glient Authentic: ~

----BEGIN CERTIFICATE- -

BAYTANTAASL Y PUAOKE o Tl Ve V2L CRIbmMUMThw
MAYL o WIEF16GhvomI0

TAgFw. ” HQsWCQYDVQUGEWIY
L TETMBEGA
—-e--BEGIN CERTIFICATE--~--
MIDWICCH
Cwual 2auvem
1By, . 1—wwiDgWODM 1
NDdaFWOOOTEyMzEyMat
aa QGSIIDOEBAQL it
-----BEGIN RSA PRIVATE KEY--—-
BINYD

RybSIC IWA7VahPl
A

IpC

Save & Apply ‘

10
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Copy the data content of the certificate files we downloaded before to the
configuration page (the certificate can be opened in text form)

tust  -----BEGIN CERTIFICATE-—
MIEATCCA12gAWIBAGLIAKCO: DQEBCWUAMGGXCZAJBGNY
. cups.trust BAYTAVTMSUnilwYDVQOKF xxTdGFyZmilbGROYGVjaG5vbGINaWV2L CBIbmMuMTlw
MAYD) ; W_ (") Huo.wz;;vzroawguisndshvr.mm
. Ins.trust eTAeFwi s XNzMSMTZaMIGYMQswCQYDVQQGEwWJV -
UzEQMA4GA1UECBMHQXJpemSuYTETMBEGA 1 UEBXxMKU2NvdHRzZGFsZTEIMCMGA1UE b
B orsaccee N o certpem
B 1ebf542¢-6 7ot private key certificate | ~~-—-BEGIN CERTIFICATE--—
MIIDWJCCAKKgAWIBAgIVAMHHQaYv. flyQhBzUjmnO/KuSJPMADGCSqGSIb3DQEB
CWUAMEOXSZBJBgNVBASMOKFLYXpvbIBXZWIgU2VydmiiZXMgTz1 BEWFEb24uY 20t
IEluYy4 qQz1VUZASFWOYM[EWMDgwODM1
NDdg EEOE mE W - UyBJb1QgQ: ”
dGUWQgEI DQEBAGUAASIEDWAWG: AQDUV4HXCQGa/e/0BLjt <
kgy |- BEGIN RSA PRIVATE KEY-----
MIIEpQIBAAKCAQEA1FeB1wkBmvBvBAS4Tcxyv2q3DivzsOwTHEINyD1bFO7SDIGW
RybSIDe| szldWZuli 1 euaibdab Am Q2 2SkFUpMIATVARPIU
Lp21zI i WEﬂshl\1nlw2mm+ZcJQF‘
paust @ - m w+6znlbnxd-+cizefiymeDvl & &
ol TZ+59PVCIpC) 1[ZUfsQVL7yv30jqG+M+FBVKNCnEK3zGYe a4

Click on Save&Apply when you finish the settings

11
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