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RAK3172 Module Low Level Development
Reference

Overview

The RAK3172 module uses RF System-on-Chip IC from STMicroelectronics, specifically the STM32WL series,
which can be used on different LPWAN loT devices.

STM32WL microcontrollers feature a sub-GHz radio based on Semtech SX126x to meet the requirements of a
wide range of Low-Power Wide Area Network (LPWAN) wireless applications in industrial and consumer Internet-
of-Things (I0T). The specific STM32WL microcontroller used in RAK3172 is the STM32WLE5CCUS.

While RAK3172 has a built-in default FW with a set of AT commands that can be interfaced to an external host like
other microcontrollers, it can also be used by developing custom firmware directly on its chip using the STM32WL

SDK from STMicroelectronics. Doing this approach will reduce the overall cost of the device because there will be

no need for an external microcontroller but with the extra software development effort.

This guide will illustrate how to generate custom firmware for the STM32WLE5CCUG, which is inside the RAK3172
module. It supports two STM32WL SDK versions - v1.0.0 and v1.2.0.

e STM32CubelDE guide with STM32WL SDK v1.0.0
e STM32CubelDE guide with STM32WL SDK v1.2.0

Guide on Using STM32WL SDK Using
STM32CubelDE

Installation of STM32Cube IDE

1. Download the STM32Cube IDE[4 from the STMicroelectronics website. Then select the latest version

compatible with your computer.

H Contact Us
Products v Search
life.gugmented

B Products P Applications 4 Solutions & Tools & Software & About ST Sample & Buy  Support & Community & |

Get Software

Part Number 4 General Description Latest version Download All versions

+  8TM32CubelDE-DEB STM32CubelDE Debian Linux Installer 170 Get latest .

+ STM32CubelDE-Lnx STM32CubelDE Generic Linux Installer 1.7.0 Get latest Select version

+  STM32CubelDE-Mac STM32CubelDE macOS Installer 17.0 Get latest =
+  5TM32CubelDE-RPM STM32CubelDE RPM Linux Installer 170 Get latest .

+  8TM32CubelDE-Win STM32CubelDE Windows Installer 170 Get latest .

Figure 1: STM32CubelDE Software Download

2. Alicense agreement from STMicroelectronics will show, and you must agree to log in using your
STMicroelectronics account. Create an account if you do not have one.

3. After downloading, unzip the installer file and start the installation process. Just click next on the initial
installation window and agree on the license agreement.


https://www.st.com/en/development-tools/stm32cubeide.html#overview&secondary=st-get-software
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m STMicroelectronics STM32CubelDE — >
Welcome to the STMicroelectronics
‘,’ STM32CubelDE Wizard

life.augmented

Setup will guide you through the installation of
STMicroelectronics STM32CubelIDE.

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.,

Click Next to continue.

Figure 2: STM32CubelDE Installation

m STMicroelectronics 5TM32CubelDE — *

License Agreement
Please review the license terms before installing
STMicroelectronics STM32CubeIDE.

Press Page Down to see the rest of the agreement.

ETMicroelectronics Software License Agreement
SLAOO4E Rev4March 2015

BY INSTALLIMNG COPYING, DOWNLOADING, ACCESSING OR OTHERWISE LISING THIS
SOFTWARE PACKAGE CR ANY PART THERECF (AND THE RELATED DOCUMENTATION)
FROM STMICROELECTRONICS INTERNATIONAL M.V, SWISS BRANCH AND/OR ITS
AFFILIATED COMPANIES (STMICROELECTRONICS), THE RECIPIENT, OM BEHALF OF
HIMSELF OR. HERSELF, OR ON BEHALF OF ANY ENTITY BY WHICH SUCH RECIPIENT IS
EMPLOYED AND/OR. ENGAGED AGREES TO BE BOUNMD BY THIS SOFTWARE PACKAGE
LICEMNSE AGREEMENT,

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install STMicroelectronics STM32CubeIDE.

<ok Cancel

Figure 3: STM32CubelDE License Agreement

3. Next step is to determine the directory where you want the STM32CubelDE software to be placed. You can just
click next to use the default folder or you can select a different location.

m STMicroelectronics STM32CubelDE — !
Choose Install Location
Choose the folder in which to install STMicroelectronics
STM32CubelDE.

Setup will install STMicroelectronics 5TM32CubeIDE in the following folder. To install in a
different folder, dick Browse and select another folder. Click Next to continue.

Destination Folder

D:'\Program Files Ext\2R= e 5 7 Browse...

Space required: 2.3 GB
Space available: 4518 GB

Figure 4: STM32CubelDE Directory Location

4. Select optional components in the installation, like J-link and ST-Link drivers. It is highly recommended to

include these drivers, which will be useful in debugging and uploading binary firmware files to the STM32WL
chip.
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E STMicroelectronics STM32CubelDE - 4
Choose Components
Choose which features of STMicroelectronics STM32CubeIDE you
want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Install to start the installation.

Select companents to install: SEGGER Hink drivers o
Position your mouse

ST-LINK drivers aver a compaonent to
see jbs description.

Space required: 2.3 GB

Figure 5: STM32CubelDE Drivers

5. The progress bar will show as the installation begins.

m STMicroelectronics STM32CubelDE —

Installing
Flease wait while STMicroelectronics STM32CubelDE is being
installed.

Extract: org.edipse.launchbar.ui_2.4.100.202012041937 jar... 100%

: Show details

< Back Mext = Cancel

Figure 6: STM32CubelDE On-going Installation

6. During the installation, there are STMicroelectronics device drivers that will pop up. These are not needed by
STM32WL, so you can leave them uninstalled.

E=] Windows Security s
Would you like to install this device software?

Name: 5TMicroelectronics Universal Serial Bus ...
<% Publisher: STMICROELECTRONICS (GRENOBLE 2) SAS

Always trust software from Install Don't Install

"STMICROELECTRONICS {(GRENOBLE 2) SAS".

) You should only install driver software from publishers you trust. How can | decide which device software is
safe to install?

Figure 7: STM32CubelDE Optional Device Drivers

7. If there are no problems in the installation process, you should be finished and can now create a desktop
shortcut for the STM32CubelDE application.
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E STMicroelectronics STM32CubelDE —

Installation Complete
Setup was completed successfully.

Completed

Show details

Figure 8: STM32CubelDE Installation Successful

m STMicroelectrenics STM32CubelDE —

Completing STMicroelectronics
‘,’ STM32CubelDE Setup

life.cugmented

STMicroelectronics STM32CubelDE has been installed on
your computer.,

Click Finish to close Setup.

Create desktop shortout

< Back Cancel

Figure 9: STM32CubelDE Installation Finished

8. Check if the installation of the STM32CubelDE is successful by trying to run the app. It should have no errors. It
will ask you for the workspace and you can leave the default location if you don't want to put it in another
location. You also have the option to create multiple workspaces but only one should be active.

[[] STM32CubelDE Launcher ®

Select a directory as workspace

5TM32CubelDE uses the workspace directory to store its preferences and development artifacts.

Workspace:v C:\Users\RAK\STM32CubelDE\workspace_1.7.0} ~ Browse...

[[] Use this as the default and do not ask again

o

Figure 10: STM32CubelDE Workspace Selection
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[ workspace_17.0 - STM32CubelDE — [m] >
File Edit Scurce Refactor Navigate Search Project Run Window  Help
E ) Information Center 53 m P
& ug STM32CubelDE Home
Start a project
S rt & Ci i
Welcome to STM32CubelDE @ uppert & Communty
@ What's new Tuit
Start new itter
STM32 Facebook
sm.::zﬁ —
CubelDE = B
o ST Home
InStCﬂl, Conﬁgure, S ST Community
manage =] = ST Longevity Commitment
< toolchains, )
predefined or o
C]_l d . tcdl d e Standalone STM32 Tools
ready ms e - :
IOCCIHY @ sTM32CubeMX
Msmo( 3 3 @ sTM32cubeMonitor
TrueSTUDIO ’ How to access it : Right-click on the Project > Properties > Settings > Open Toolchain Manager P I
e STM32CubeMon-
S ® @ sTM32Cube
Quick links O smiz2Cusemon-UCP
@ 5TM32CubeProg

| E Read STM32CubelDE Documentation

[ Getting Started with STM32CubelDE

| W/ STM32 MPU wiki

| Y7 STM32 MCLI wiki

Figure 11: STM32CubelDE Application Running

RAK3172 on STM32CubelDE with STM32WL SDK
v1.0.0

STM32CubelDE is a free IDE from STMicroelectronics, which you can use to develop firmware for various STM32
microcontrollers including the STM32WL series. It is a complete software IDE based on Eclipse where you can
debug easily your code with built-in integration to tools like ST-Link and other features like STM32CubeMX. It is
multiplatform software that can run on Windows, Linux, and macOS.

You cannot select RAK3172 directly on the STM32CubelDE, but you can use the STM32WLES5CCUG inside it with
STM32WL SDK from STMicroelectronics to start your own custom firmware. This guide is only applicable to
STM32WL SDK v1.0.0.

Getting STM32WL SDK v1.0.0

This guide only works on v1.0.0 of the SDK.

1. If you already have the STM32CubelDE running on your machine, the next step is to download the STM32WL
SDK v1.0.07 from the STMicroelectronics website.

H ContactUs  Engli
Products v
life.augmented

3

i Products P Applications  #” Solutons  § Tools & Software & About ST Sample & Buy  Support & Community &

STM32CubeWL  ~m= A save to MyST

STM32Cube MCU Package for STM32WL series (HAL,
Low-Layer APIs and CMSIS, File system, RTOS, KMS,
Secure Engine, Sub-GHz Phy, LoRaWAN and Sigfox
stacks - and examples running on ST boards)

Overview  Documentation Tools & Software

Figure 12: STM32WL SDK Download Page


https://www.st.com/en/embedded-software/stm32cubewl.html#get-software
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Part Number 4  General Description Supplier Download All versions

+  STM32CubeWL  STM32Cube MCU Package for STM32WL series ST P — e —
Get from GitHub 120 &

110 & —

Figure 13: STM32WL V1.0.0 Download

2. The downloaded files usually go to the download folder. You need to extract it then you will see the STM32WL
SDK firmware folder.

» This PC * Hard Drive (%) * Downloads * enstm32cubewl_v1.0.0

s

Marne Date medified Type Size

S5TM32Cube FW_WL_V1.0.0 28/10/2020 4:38 PM File folder

Figure 14: STM32WL V1.0.0

3. The structure of the extracted files should be the same, as shown in Figure 15. You cannot just change this
folder structure. This contains many examples related to the STM32WL chip.

» This PC » Hard Drive (D) » Downloads » enstm32cubewl_v1.0.0 » STM32Cube_FW_WL_V1.0.0
MName - Date medified Type Size
_htrmresc File folder
Documentation File folder
Drivers File folder
Middlewares File folder
Projects File folder
Utilities File folder
| License.md MD File 2KB
=] packagexml XML Document 1KB
| README.md MD File 2KB
n Release_Motes.html Firefox HTML Doc... 16 KB

Figure 15: STM32WL V1.0.0 Folder Structure

Modifications for the RAK3172

Files Modification Needed to Run STM32WL SDK LoRaWAN
Examples to RAK3172

If you already have the STM32WL V1.0.0 SDK folder, there are only a few files that you need to update to be able
to create firmware that will run on RAK3172.
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NOTE

STM32 microcontroller firmware created using STM32CubelDE (with the help of STM32CubeMX) have
.oc file. This is a configuration file created by the STM32CubeMX tool. This is a helpful tool in setting up
peripherals and drivers quickly in the STM32 development ecosystem. However, once you do the file
modification mentioned in this guide, you cannot create a new .ioc file or modify it via STM32CubeMX.
Else, those modified files needed by the RAK3172 will be overwritten and will go back to their original state
or the .ioc file.

In cases that you need to use STM32CubeMX to set up peripherals or drivers, you just need to do again
the same modification as mentioned in this section.

1. Download the Low Level Development zip file[ from the RAK downloads site. Extract the zip file and inside the
folder are four files that need to be copy-pasted on specific locations of the STM32WL V1.0.0 folder to make it
compatible with RAK3172.

The majority of these files are for setting up the RF channel front end of the radio section on the STM32W.L chip.
Also, the startup file must be changed because the default startup on STM32WL SDK V1.0.0 is for the
STM32WL55 series and not for STM32WLES. The RAK3172 is based on STM32WLE5CCUSG.

NOTE

This guide will demonstrate how to run the LORaWAN_End_Node example of the STM32WL SDK to
RAKS3172. If you need to run other LoRaWAN-related examples like LoORaWAN_AT_Slave, you need to
update the files on that folder.

This PC » Hard Drive (D:) » Downloads » RAK3172_Low_Level_Development v O je
~
Name Date medified Type Size
| radio_board_if.c 12/08/2021 6:33 PM C File 13 KB
radio_board_if.h 12/08/2021 &:35 PM C/C++ Header SKB
radio_cenf.h 12/08/2021 &35 PM C/C++ Header SKB
oy} startup_stm32wleSccux.s 12/08/2021 &:34 PM Assembler Source 17KB

Figure 16: RAK3172 Low Level Development Files

2. The radio related files radio_board_if.c , radio_board_if.h ,and radio_conf must be placed in this
location of the STM32WL SDK folder \STM32Cube_ FW_WL_V1.0.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\LoRaWAN\Target . You have to overwrite or replace the old

files.

<« Projects » MNUCLEO-WL55JC » Applications » LoRaWAN > LoRaWAMN_End_Mode > LoRaWAM » Target

Mame Date modified Type Size
[®1 lorawan_conf.h 16/06/2021 11:43 PM C/C++ Header 5KB
[ mw_log_conf.h 16/06/2021 11:43 PM C/C++ Header 3KE
| radio_board_if.c 16/06/2021 11:43 PM CFile 9KB
[ radio_board_if.h 16/06/2021 11:43 PM C/C++ Header TKB
[?1 radio_conf.h 16/06/2021 11:43 PM C/C++ Header 6 KB
[ systimeh 16/06/2021 11:43 PM C/C++ Header 2KB
[E timer.h 16/06/2021 11:43 PM C/C++ Header 4KB

Figure 17: RAK3172 Radio Related Files for Modification


https://downloads.rakwireless.com/LoRa/RAK3172/Firmware/RAK3172_Low_Level_Development.zip
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"4 Replace or Skip Files — X

Moving 3 items from RAK3172_Low_Level_Development to Target

The destination has 3 files with the same names

+/ Replace the files in the destination
7 Skip these files

3 Let me decide for each file

Fewer details

Figure 18: RAK3172 Radio Related Files Replaced

3. You also need to update the startup file. Place the startup_stm32wle5ccux.s file to this location
\STM32Cube_FW_WL_V1.0.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\STM32CubeIDE\Application\Startup . There is a default
startup file in that directory named startup_stm32wl55jcix.s and you need to delete that.

The updated startup folder should be the same, as shown in Figure 19.

<« Applications » LoRaWAM > LoRaWAMN_End _Mode » STM32CubelDE » Application » Startup

-

MName Date modified Type Size

O startup_stm32wleSccux.s 12/08/2021 &:34 PM Aszembler Source 17 KB

Figure 19: RAK3172 Radio Related Files Replaced

Initial Build Test for the RAK3172 Custom Firmware

1. After doing the file modifications, the next step is to test if the LoORaWAN_End_Node example can be built
without errors.

NOTE

If this is your first time using STM32CubelDE, it shows Information Center by default. Just close it and
access the project on the left panel.

2. Open the STM32CubelDE and click on File then oOpen Projects from File System .

[ workspace_1.7.0 - STM32CubelDE - X
File Edit Source Refactor Mavigate Search Project Run Window Help
New Alt+Shift+N > o= r
OpenFile..
(-, Open Projects from File System... ~
Recent Files >
Close Editor Ctris W Support & Community
Close All Editors Ctrl+ Shift W Welcome to STM32CubelDE @
Save Ctri+S. What's new
Save As..

Save All Ctrl+ Shift+5
SWV enhcncements :

Rename... F2
Refresh F5

Convert Line Delimiters To >

Print... Ctrl+P

Import.

Export... . e
Properties Alt+Enter

B E

Switch Workspace B S
Restart
Exit Quick links
=73
STHGCube | Read STM32CubelDE Documentation

example

| [ Getting Started with STM32CubelDE

| W STM32 MCU wiki

| W STM32 MPU wiki |

Figure 20: Open the Project in STM32CubelDE

3. You then need to browse the project folder location by clicking the Directory button.
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[ workspace_1.7.0 - STM32CubelDE

- x
File Edit Source Refactor Mavigate Search Project Run Window Help
5 W Information Center 53 B
Bl @ swszcuveine Home [~
Start a project [ Import Projects from File System or Archive o X
. " . Support & Communi
Import Projects from File System or Archive - @ PP ty
“This wizerd analyzes the content of your folder or archive fle tofind projects and impert them in the IDE, / y
el Import source: || [ birectory... | | Archive..
typefilter text ] Select All
Folder Import as. Pl
project from
STM32CubeMX
file {i00) 00f O selected
[IHide already open projects
[ Close newly imported projects upon completion
5] Use installed project confiquratorsto:
Import Search for nested projects
ST“'[::STTMUSDZIS' Detect and configure project natures
project
Working sets
[ Add project to working sets New..
Working sets: Select..
Show other specialized import wizards
‘,I Application Tools
[ ]
@ <Back Next > Finish Cancel [
s
| W/ STM32 MCU wiki
v
P — |

. 1
~E 7)) 3 NG 12

Figure 21: Locate the Project Directory in STM32CubelDE

4. You should locate this directory \STM32Cube_FW_WL_V1.0.0\Projects\NUCLEO-

WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node . Click on STM32CubelDE folder once, then click the
Select Folder.

[ Browse for Folder x
« v <« Applications » LoRaWAN » LoRaWAN_End_Node v [V] 2 Search LoRaWAN_End_Node
Organize « MNew folder =z - o
[ This PC MName Date modified Type Size
_J 3D Objects Core 16/06/2021 11:43 PM File folder
[ Desktop EWARM 21 11:43 PM File folder
Documents LoRaWAN 1 /2021 11:43 PM File folder
MK - AR A 16/06/2021 11:43 PM File folder
‘ Downloads 8
STM32CubelDE 16/06/2021 11:43 PM File folder
b Music
[&=] Pictures
B videos
e Local Disk ()
- Hard Drive (D)
|_ﬂ MNetwork
v £ >
Folder: | 5TM32CubelDE
Select Folder Cancel

Figure 22: Select the STM32CubelDE Project Folder

5. You should now see the STM32CubelDE checked and ready to be imported as Eclipse project. If not checked,
click the checkbox and then the Finish button. It will take some time to fully import the whole project.
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[I impart Projects from File System or Archive m} X
Import Projects from File System or Archive =
This wizard analyzes the content of your folder or archive file to find projects and import them in the [DE. .-1 /
Import source: | D:\Downloads\STM32Cube FW_WL_V1.1.00Projects\NUCLEO-WL55/C\Applications\LoRaWAN\LoRa' v‘ E Directory... i Archive...
[ type filter text | Select Al

Eglder

lmnad. Deselect All
I STM32CubelDE Eclipse project I -

10of 1 selected

[1Hide already open projects

[[1Close newly imported projects upon completion

Use installed project configurators to:
Search for nested projects
Detect and configure project natures

Working sets
[[]Add project to werking sets New...
Warking sets: Select...

Show other specialized import wizards

@ < Back Mext > Finish Cancel

Figure 23: Open the LoRaWAN_End_Node Project

6. After the successful import, you should now see the LoRaWAN_End_Node project structure on the left side of
the STM32CubelDE.

[ workspace_1.7.0 - STM32CubelDE

X

File Edit Source Refactor Navigate Search Project Run Window Help
i/ [B-R -G -@-E-F- -0 - Q-0 idi®- i -fl-oro-o-t@ Q m|[®E
lorer 52 ES Y 8§ =08 = B 5= Outline 32 (@ Build Targets =g

[ LoRaWAN_End_Node (in STM32CubelDE)

> @l Includes
> (= Application
> & Doc

> @ Drivers

There i no active editor that provides an outline.

5 @ Middlewares
> (= Utilities
[T LoRaWAN_End_Nodeioc
(& STM32ZWLSSICIX_FLASH.d

[21 Problems 52 & Tasks B Console [ Properties W & = O [aBuild Analyzer 57 zZ Static Stack Analyzer

=i=n0
Oiter
De: Resource Path Locat
Memory Regions  Memory Details
Region Startaddress  End address Size Free Used
< >
< >

[I] LoRaWAN _End Node

Figure 24: Open the STM32CubelDE Project

7. With the modified files already implemented, you can check if the files are updated by checking the startup file
startup_stm32wle5ccux.s andthe radio_board_if.c . The startup file must be updated and show
startup_stm32wle5ccux.s . You should see #if defined(RAK3172_RF_CHANNEL_SWITCH) in line 72 of

radio_board_if.c file, as shown in Figure 25. If not, then you are not successful in changing these files with
the Low Level Development required modification.
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[ workspace_1.7.0 - LoRaWAN_End_Node/Application/Target/radio_board_if.c - STM32CubelDE — m| x
File Edit Source Refactor Navigate Search Project Run  Window Help
Brli 9 R B E 8- B -G b -0 -Qri®d I SwE il F o0 Q im|EoD
[ Project Explorer 52 = B [g radio board ifc i = B 9 Outline 53 @ BuildTargets = O
BES% T & 61  /* USER CODE END RBI_Init_1 */ ~ EEARS e % 8
[T LoRaWAN_End_Node (in STM32Cub | 52 #iF defined(USE _BSP_DRIVER) & radio_board_ith
Includ 63 /* code generated by MX does not support BSP */ ©  RBLInit(void) : int32 t
> Bl Includes 84 /* In order to use BSP driver, add the correspondent files in the IDE workspace */ e ermerared
v (= Application €5  /* and define USE_BSP_DRIVER in the preprocessor definitions or in platform.h */ ©  RBLDelnit{void) : int32_t
> = App 66 return BSP_RADIO Init(); ®  RBI_ConfigRFSwitch(RB_Switch_Typel
5 = Core 67 #elif defined(MX_NUCLEO WLS5IC1) ® RBI_GetTConfig(void) : int32_t
= Startup 68 /% should be calling BSP_RADIO_Init() but not supported by MX*/ o RELGetWakeUpTimelvoid) : Int22. ¢
59 . S N
. 32
> [§ startup_stm32wleSccws.s o GRTO_InitTymeDef gpio_init structurs < {a}; ® RBISTCXO(void) : int37_t
v (= Target - - - ® RBI_IsDCDC(void) : int32_t
> [ radio_board_if.c 72 #if defined|y RF_CHANNEL SWITCH)
o
» = Middlewares 74 RF_SW_CTRL1_GPIO_CLK_ENABLE();
Utilities 75 RF_SW_CTRL2_GPIO_CLK_ENABLE();
= 76 /* Configure the Radio Switch pin */
[ LoRaWAM _End_Nede.ioc 77 io_init_structure.Pin = RF_SW_CTRL1_PTH;
[ STM32WL55JCIX_FLASH.Id 78 nit_structure.Mode = GPIO_MODE_OUTPUT PP;
79 gpio_init_structure.Pull = GPIO NOPULL;
38 nit_structure.Speed = GPIO_SPEED_FREQ_VERY_HIGH; w
- b=k ot sl I . s
[#] Problems ] Tasks &) Console 32 [T] Properties = 0O  [fBuild Analyzer I == Static Stack Analyzer
X oo ElEE-RE -6 ]
COT Build Console [LoRaWAN_End_Node]
Memory Regions  Memory Details
Regicn Start address End address Si
< >
< >
[ /LoRsWAN_End_Node/Application/Target/radio_board_if.c

Figure 25: Open the STM32CubelDE Project

8. You can now try to build the project by setting up the build configuration to release so thata .bin file will be
generated.

NOTE

If you have an ST-LINK debugging tool, you can also choose Debug instead of Release.

[I workspace_1.7.0 - LoRaWAN_End_Node/Application/Targetyradio_beard_if.c - STM32CubelDE - O X
Eile Edit Source Refactor Navigate Search Project Run  Window Help
O -HQB-R-Bividi@ Owenroa L RAPEY KRR AT RN Q i |Em
B Project Explorer 5 = O || @maq  CloseProject = O D= Outine 33 @ BuildTargets = [J
B% T % @ el | [ _BuldAl Cirl+8 ® 1% 8 s o ¥ E
~ [I7 LoRaWAN_End_Node (in STM32Cu Eg Build Configurations 5 5 21 radio_board._if.h
> [l Includes o Bud Project e I ® RBLInit{void) : int32_t
~ = Application 65 ® RBI_Delnitivoid) : int32_t
Build Working Set > -
S = App 66 BB Build by Working Set > & RBI ConfigRFSwitch(RBI_Switch Typel
5 (= Core 67 Clean.. Set Active by Working Set > ® RBI_GetTConfiglvoid) : int37 ¢
v (= Startup Eg Build Automatically Manage Working Sets.. ® RBI_GetWakeUpTime(void) : int32_t
5 [§ startup_stm32wleScewe.s ® RBLISTCXOfveid) : int32 ¢
e Build Targets » Jcture = {8} . S
~ (= Target n ® RBIIsDCDC(void) : int32_t
> [ radio_board_if.c 72 C/C++ Index >
i 73 Kk *
> @& Drivers e Generate Report <k
» = Middlewares e
5 = Utilities Generate Code

pin */

[ LoRaWAN_End_Node.ioc sW_CTRLL_PIN;

77 Properties

5 STM32WLSSICIX_FLASH I 78 — . ——PT0_FODE_OUTPUT_PP;
79 gpio_init_structure.Pull = GPIO_NOPULL;
£l nit_structure.Speed = GPTO_SPEED_FREQ_VERY_HIGH; v
- e -t . R
[£] Problems £ Tasks B Console 2 [T Properties = O  [qBuild Analyzer 3 == Static Stack Analyzer = a
X OBl EERE B ot 8

CDT Build Console [LoRaWAN_End_Node]

Memory Regions  Memory Details
Region Start address End address Si

< >
@ /LoRaWAN_End_Node/Application/Target/radio_board_if.c

Figure 26: Configure Build to Release

9. After setting the build configuration, you are now ready to build the project. You should see a successful
compilation and generation ofa .bin file.
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Figure 28: Successful Project Build

RAK3172 on STM32CubelDE with STM32WL SDK

v1.2.0

The previous guide is for STM32WL SDK version 1.0.0. This guide is compatible with STM32WL SDK v1.2.0.

Getting STM32WL SDK v1.2.0

1. If you already have the STM32CubelDE running on your machine, the next step is to download the STM32WL

SDK v1.2.04 from the STMicroelectronics website.
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Figure 30: STM32WL V1.2.0 Download

2. The downloaded files usually go to the download folder. You need to extract it then you will see the STM32WL
SDK firmware folder.

en.stm3Zeubewl_vi-2-0 - O X
@ New ~ Tl sort ~ = view -
R & <« Downloads > enstm32cubewl v1-2-0 > v G £ Search en.stm3Zcubewl v1-2-0
Name Date modified Type Size
v Quick access
STM32Cube_FW_WL V120 9/25/2022 11:50 PM File folder

B Desktop »

| Downloads »

=] Documents »

Figure 31: STM32WL V1.2.0

3. The structure of the extracted files should be the same, as shown in Figure 32. You cannot just change this
folder structure. This contains many examples related to the STM32WL chip.
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Figure 32: STM32WL V1.2.0 Folder Structure

Modifications for the RAK3172

Files Modification Needed to Run STM32WL SDK LoRaWAN
Examples to RAK3172

If you already have the STM32WL V1.2.0 SDK folder, there are only a few files that you need to update to be able
to create firmware that will run on RAK3172.

NOTE

STM32 microcontroller firmware created using STM32CubelDE (with the help of STM32CubeMX) have
.ioc file. This is a configuration file created by the STM32CubeMX tool. This is a helpful tool in setting up
peripherals and drivers quickly in the STM32 development ecosystem. However, once you do the file
modification mentioned in this guide, you cannot create a new .ioc file or modify it via STM32CubeMX.
Else, those modified files needed by the RAK3172 will be overwritten and will go back to their original state
or the .ioc file.

In cases that you need to use STM32CubeMX to set up peripherals or drivers, you just need to do again

the same modification as mentioned in this section.

1. Download the Low Level Development zip file for v1.2.0 7 from the RAK downloads site. Extract the zip file and
inside the folder are four files that need to be copy-pasted on specific locations of the STM32WL V1.2.0 folder
to make it compatible with RAK3172.

The majority of these files are for setting up the RF channel front end of the radio section on the STM32W.L chip.
Also, the startup file must be changed because the default startup on STM32WL SDK V1.2.0 is for the
STM32WL55 series and not for STM32WLES. The RAK3172 is based on STM32WLE5CCUSG.

NOTE

This guide will demonstrate how to run the LoORaWAN_End_Node example of the STM32WL SDK to
RAKS3172. If you need to run other LoRaWAN-related examples like LoORaWAN_AT_Slave, you need to
update the files on that folder.
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Figure 33: RAK3172 Low Level Development Files

2. The radio related files radio_board_if.c , radio_board_if.h ,and radio_conf must be placed in this
location of the STM32WL SDK folder \STM32Cube_FW_WL_V1.2.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\LoRaWAN\Target . You have to overwrite or replace the old
files.

<« Projects » MNUCLEQ-WL53JC » Applications » LoRaWAMN » LoRaWAMN_End_Mode » LoRaWAM » Target

-

Mame Date modified Type Size
[A1 lerawan_conf.h 16/06/2021 11:43 PM C/C++ Header 5KB
[ mw_log_conf.h 16/06/2021 11:43 PM C/C++ Header 3KE
| radio_board_if.c 16/06/2021 11:43 PM C File KB
[ radio_board_if.h 16/06/2021 11:43 PM C/C++ Header TKB
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[E1 systimeh 16/06/2021 11:43 PM C/C++ Header 2KB
[E timer.h 16/06/2021 11:43 PM C/C++ Header 4KB

Figure 34: RAK3172 Radio Related Files for Modification

" Replace or Skip Files - hed

Moving 3 items from RAK3172_Low_Level_Development to Target

The destination has 3 files with the same names

+" Replace the files in the destination
2 Skip these files

4 Let me decide for each file

Fewer details

Figure 35: RAK3172 Radio Related Files Replaced

3. You also need to update the startup file. Place the startup_stm32wle5ccux.s file to this location
\STM32Cube_FW_WL_V1.2.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\STM32CubeIDE\Application\User\Startup . Thereis a
default startup file in that directory named startup_stm32wl55jcix.s and you need to delete that.

The updated startup folder should be the same, as shown in Figure 36.

<« Applications » LoRaWAN » LoRaWAN_End_Mode » STM32CubelDE » Application » Startup

-

MName Date modified Type Size

5.:5 startup_stm32wleSccux.s 12/08,/2021 6:34 PM Assembler Source 17 KB

Figure 36: RAK3172 Radio Related Files Replaced

4. After the modifications above, there are minor changes needed to be adjusted on other source files.

e On\STM32Cube_FW_WL_V1.2.0\Projects\NUCLEO-

WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\Corellnc\platform.h, you need to comment out
#define USE_BSP_DRIVER . It should be //#define USE_BSP_DRIVER .

e On\STM32Cube_FW_WL_V1.2.0\Projects\INUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\LoRaWAN\Target\lorawan_conf.h, you need to change
the version of LoRaWAN to 1.0.3 which is the commonly used LNS version at the moment of this writing. To do
this, you have to change LORAMAC_SPECIFICATION_VERSION to 0x01000300. It should look like this



& RAK’ Documentation Center

#define LORAMAC_SPECIFICATION_VERSION 0x01000300 .However, if you are using LoRaWAN version 1.0.4
on your LNS, you do not need to perform this step since the DevNonce will be handled correctly.

Initial Build Test for the RAK3172 Custom Firmware

1. After doing the file modifications, the next step is to test if the LoORaWAN_End_Node example can be built
without errors.

NOTE

If this is your first time using STM32CubelDE, it shows Information Center by default. Just close it and
access the project on the left panel.

2. Open the STM32CubelDE and click on File then oOpen Projects from File System .
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Figure 37: Open the Project in STM32CubelDE
3. You then need to browse the project folder location by clicking the Directory button.
[ workspace_1.7.0 - STM32CubelDE — X
File Edit Source Refactor Navigate Search Project Run Window Help
5 () Information Center 32 oD a= g
= qg? S§TM32CubelDE Home ~
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sm:;"“ﬁg' Detect and configure project natures
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Working sets: Select...
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0s
| W STM32 MCU wiki
v
P — |
H P Type here to search i 4 i y A 26°C Haze ~ B 7z Q) 3F b ENG

Figure 38: Locate the Project Directory in STM32CubelDE
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4. You should locate this directory \STM32Cube_FW_WL_V1.2.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node . Click on STM32CubelDE folder once, then click the
Select Folder.

[I Browse for Folder x
« v <« Applications » LoRaWAN » LoRaWAN_End_Node v [V] 2 Search LoRaWAN_End_Node
Organize New folder f== - (7]
[ This PC ~ MName Date modified Type Size
3D Objects Core 16/06/2021 11:43 PM File folder
[ Desktop EWARM 16/06/2021 11:43 PM File folder
3 LoRaWAN 16/06/2021 11:43 PM File folder
Documents
MK - AR A 16/06/2021 11:43 PM File folder
; Downloads =
STM32CubelDE 16/06/2021 11:43 PM File folder
b Music
=] Pictures
m Videos
‘e Local Disk (Z:)
- Hard Drive (D:)
|_j MNetwork
v £ >
Folder: | 5TM32CubelDE
Select Folder Cancel

Figure 39: Select the STM32CubelDE Project Folder

5. You should now see the STM32CubelDE checked and ready to be imported as Eclipse project. If not checked,
click the checkbox and then the Finish button. It will take some time to fully import the whole project.

[I impart Projects from File System or Archive m} X
Import Projects from File System or Archive =
This wizard analyzes the content of your folder or archive file to find projects and import them in the [DE. .-1 /

Import source: | D:\Downloads\STM32Cube FW_WL_V1.1.00Projects\NUCLEO-WL55/C\Applications\LoRaWAN\LoRa' v‘ E Directory... i Archive...
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Eglder

lmoport Deselect All
= — clipse project -
[] STM32CubelDE M
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[1Hide already open projects

[[1Close newly imported projects upon completion
Use installed project configurators to:

Search for nested projects

Detect and configure project natures

Working sets
[[]Add project to werking sets New...
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Show other specialized import wizards
@ < Back Next > Eret Cancel

Figure 40: Open the LoRaWAN_End_Node Project

6. After the successful import, you should now see the LoORaWAN_End_Node project structure on the left side of
the STM32CubelDE.
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Figure 41: Open the STM32CubelDE Project

7. With the modified files already implemented, you can check if the files are updated by checking the startup file
startup_stm32wle5ccux.s andthe radio_board_if.c . The startup file must be updated and show
startup_stm32wle5ccux.s . You should see #if defined(RAK3172_RF_CHANNEL_SWITCH) in line 72 of

radio_board_if.c file, as shown in Figure 42. If not, then you are not successful in changing these files with
the Low Level Development required modification.
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Figure 42: Open the STM32CubelDE Project

8. The next step is to ensure that a bin file will be generated on your release build. Go to the properties and
ensure that Convert to binary file (-O binary) is checked.
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Figure 43: Bin generation settings

9. You can now try to build the project by setting up the build configuration to release so thata .bin file will be
generated.

NOTE

If you have an ST-LINK debugging tool, you can also choose Debug instead of Release.
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Figure 44: Configure Build to Release

10. After setting the build configuration, you are now ready to build the project. You should see a successful
compilation and generation ofa .bin file.
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5 (= Core Clean... ® RBI_GetTConfiglvoid) : int32
v (= Startup Build Automatically nit() but not supported by Mx*/ ©  RBI_GetWakeUpTime(void) : int32_t
> @ startup_stm32wleSccux.s ® RBI_ISTCXO(void) : int32_t
cture = {@};
v (= Target MRS ’ e & RBLISDCDC(void) : int37 t
5 [ radio_board_if.c C/C++ Index >
-y
> (& Drivers Generate Report C
> 2 Middlewares
Generate Code
> [= Utilities nin =/
[TH LoRaWAN_End_Nodeioc Properties - SW_CTRLL_PIN;
% STM3ZWLSSICIX_FLASH.Id e s =—oPT0_MODE_OUTPUT_PP;
gpio_init_structure.Pull = GPIO NOPULL;
nit_structure.Speed = GPIO_SPEED_FREQ_VERY_HIGH; =
U . R
[0 Problems %] Tasks & Console 52 [T] Properties = B [} Build Analyzer 53 == Static Stack Analyzer =g
x| &0 B EE-BE 2E- et 8
COT Build Console [LoRaWAN_End_Node]
Memory Regions  Memory Details
Region Start address End address Si
< >
< >
[e /LoRaWAN_End_Node/Application/Target/radio_board_if.c
Figure 45: Build the Project
E workspace_1.7.0 - LoRaWAN_End_Mode/Application/Target/radio_board_if.c - STM32CubelDE - [m] x
File Edit Source Refactor Navigate Search Project Run Window Help
R HR B KBNS E- S E-G- k-0 - BI AT TG D00 Q im|[@Em
[ Project Explarer 52 = B [g radio_board_ifc 2 = B 5= Outline Build Targets = 8
5% T § 61 /= USER CODE END RBI Init 1 %/ ~ SECA A
~ [[Z] LoRaWAN End Mode (in STM32Cub 3 57 #if defined(USE_BSP_DRIVER) U radic_board ifh
B pinari B3 /* code generated by MX does not support BSP */ & RBI Initvoid) : int32.t
> % Binanes 64 /* In order to use BSP driver, add the correspondent files in the IDE workspace */ SRR
> [l Includes 65 /* and define USE_BSP_DRIVER in the preprocessor definitions or in platform.h */ @ RBI_Delnit(void) : int32_t
w = Application 3 return BSP_RADIO Init(); @ RBI_ConfigRFSwitch(RBI_Switch_Typel
> B App 67 #elif defined (MX_NUCLEO_WLS5JC1) @ RBI_GetTxConfig(void) : int32_t
s = Core 68 /* should be calling BSP_RADIO Init() but not supported by MX*/ @ RBI_GetWakeUpTime(void) : int3?_t
> (= Startup @ RBIISTCXO(void) : int32_t
> = Target @ RBLIsDCDC(void) : int32 t
» (= Drivers
5 = Middlewares y
\ G Release 74 RF_SW_CTRL1_GPIO_CLK_ENABLE();
Utiities 75 RF_SW_CTRL2_GPIO_CLK_ENABLE();
=AL 76 /* Configure the Radio Switch pin ¥/

[T LoRaWAN_End_Node.ioc

77 gpio_init_structure.Pin = RF_SW_CTRL1_PIN;
[i STM32ZWLSSICIX_FLASH.Id i

nit_structure.Mode = GPIO_MODE_OUTPUT_PP;
nit_structure.Pull = GPIO_NOPULL;

80 tructure.Speed SPEED_FREQ_VERY_HIGH; =
- P, N LT z 5
1#] Problems J£| Tasks [ Console &2 [T Properties = B [ Build Analyzer 32 = Static Stack Analyzer = 8
X8 EE-&E*E - ot §
CDT Build Console [LoRaWAN_End_Node] LoRaWAN_End_Node.elf -
arm-none-eabi-size  LoRaWAN End Node.elf *  /LoRaWAN End Node/Release - Aug 13, 2021,
arm-none-eabi-cbjdump -h -5 LoRakAN_End_Node.elf > “LoRaWAN_End_Node.list" 6:08:03 PM
arm-none-eabi-objcopy -0 binary LoRaWAN_End_Mode.elf ™LoRaWAN_End Node.bin" M R
text  data bss dec hex filename emary Regions | Memory Details
62880 384 8368 71632 117d@ LoRaWAN_End_Node.elf Regicn Start address End address 5
Finished building: default.size.stdout
0x08000000 0x 08040000 2
Finished building: LoRaWAN_End_lode.bin 0x20000000 0x 20008000 3
(0x20008000 0%20010000 %
Finished building: LoRaWAN End Node.list
18:88:84 Build Finished. @ errors, 1 warnings. (took 9s.185ms)
v
< >
< > < >

[ LoRaWAN_End Node

Figure 46: Successful Project Build

Running the LoORaWAN_End_Node Example of
STM32WL SDK on RAK3172

Configuration to Connect the LoRaWAN Network
Server

Once you have a working project and were able to build with no errors in the STM32CubelDE, the next step is to
configure the LoRaWAN parameters to be able to run LoRaWAN_End_Node example code with RAK3172.

1. First, you need to register the device to the network server. You can follow the guide on how to register a device
in TTN V3 or Chirpstack using the procedure discussed in the RAK3172 TTN V3 OTAA Quick Start Guide or in
the RAK3172 Chirpstack OTAA Quick Start Guide respectively.


https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3172-Module/Quickstart/#ttn-otaa-device-registration
https://docs.rakwireless.com/Product-Categories/WisDuo/RAK3172-Module/Quickstart/#chirpstack-otaa-device-registration
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NOTE

By default, the LoORaWAN_End_Node example will work on the EU868 region. This is set in the
lora_app.h that can be found in this location /STM32Cube_FW_WL_V1.0.0/Projects/NUCLEO-

WL55JC/Applications/LoRaWAN/LoRaWAN_End_Node/LoRawWAN/App/ (for v1.0.0) and
/STM32Cube_FW_WL_V1.2.0/Projects/NUCLEO-

WL55JC/Applications/LoRaWAN/LoRaWAN_End_Node/LoRaWAN/App/ (for v1.2.0).

2. To activate and connect your device via OTAA, you need to get the following parameters: DEVEUI, APPEUI,
and APPKEY.

Once you successfully register your device to TTN V3, you should see those parameters, as shown in Figure 47.

RAK3172
1D: rak3172-init-test
* Last seen yesterday M2 Jnja
Overview Live data Messaging Location Payload formatters Claiming General settings
General information * Live data
End device ID rak3172-init-test &
Description This end device has no description
Waitir
Created at Mar 23, 2021 17:15:07
Activation information
AppEUl 11 1111 11 99 99 99 99 o g
DevEUI 22 22 22 22 88 88 88 B8 o @ Location
Root key ID n/a
AppKey 2B 7TE 15 16 28 AE D2 A6 AB F7 15 88 09 CF 4F 3C
NwkKey n/a

Figure 47: OTAA device registration in TTN V3

3. With the device registered to TTN V3, you should edit the se-identity.h file to update the needed OTAA
parameters. On the STM32CubelDE, click File and select Open File... You should navigate in this directory
\STM32Cube_FW_WL_V1.0.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\LoRawWAN\App (for v1.0.0) or
\STM32Cube_FW_WL_V1.2.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\LoRaWAN\App (for v1.0.0) to find the se-identity.h , then
click Open.
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[ workspace_1.7.0 - STM32CubelDE - O X
Edit Source Refactor Mavigate Search Project Run  Window Help
New AleShifteN> | v @ ~vids > Q- Qvi® g v AR[E il -F oSO 2B Q |[Em
(E= e 2 = B = Outiine 3 @ BuldTargets = O
i Open Projects from File System... R CODE END RBI_Init_1 */ ~ EE W o % 8
Recent Files s Ined(USE_BSP_DRIVER) 21 radio_board. ifh
e generated by MX does not support BSP */ racio_board_ft-h
Close Editor Ctr+W  |order to use BSP driver, add the correspondent files in the IDE workspace */ ©  RBLInit(void) : int32_t
" . define USE_BSP_DRIVER in the preprocessor definitions or in platform.h */ @ RBl_Delnit{veid) : int22 t
Close All Edits Ctrl+Shift+W =
ose itors rl+Shift+ BSP_RADIO_Init(); @ RBI_ConfigRFSwitch(RBI_Switch_Typel
Save Chrlss Hzegérg;glﬁtmg\;?:;\;g L5E() but not supported by X/ ® RBI_GetTxConfig(void) : int32_t
. g B - e v i ©  RBI_GetWakeUpTime(void) : int32_t
. A Lint32.t
nitTypeDef gpio_init_structure = {@}; @ RBIISTCXO(void) - int32
savell rieshift=5 ©  RBIIsDCDC(void) : int32_t
Revert RF_CHANNEL SWITCH)
adio Switch Clock */
Move... W_CTRL1_GPIO_CLK_ENABLE();
Rename... F2  5W_CTRL2_GPIO_CLK_ENABLE();
onfigure the Radio Switch pin */
&1 Refresh FS b init_structure.Pin = RF_SW_CTRLI_PIN;
Convert Line Delimiters To » b_init_structure.Mode = GPIO_MODE_OUTPUT_PP;
_init_structure.Pull = GPIO_NOPULL;
Print... Ctrl+P _init_structure.Speed = GPIO_SPEED_FREQ_VERY_HIGH; v
FRTA TaislnC € £TRIA EATA NART  Bmmia it mbeeiiesd
= Import.. < ?
5 Export.. Tasks [ Console 37 [T Properties = B v S~ = 0O [BuildAnalyzer 8 == Static Stack Analyzer =g
lay at this time. = g
Properties Alt+Enter =
Switch Workspace > :
- Memory Regions  Memory Details
Exit Region Start address End address Si
< >
< »

Figure 48: Open the File Needed to Modify with OTAA Parameters

<« LoRaWAN_End_Mode » LoRaWAN » App v @ 2 Search App
New folder Bz @ @
MName Date modified Type Size
| app_lorawan.c 28/10/2020 4:29 PM CFile KB
] app_lorawan.h 28/10/2020 4:29 PM C/C++ Header 3KB
| Cayennelpp.c 28/10/2020 4:29 PM CFile 13 KB
] Cayennelpp.h 28/10/2020 4:29 PM C/C++ Header 3KB
[®) Commissiening.h 28/10/2020 4:29 PM C/C++ Header KB
| lora_app.c 28/10/2020 4:29 PM CFile 21 KB
[ lora_app.h 28/10/2020 4:29 PM C/C++ Header 4KB
[ lora_app_version.h 28/10/2020: 4:29 PM C/C++ Header 3KB
| lera_info.c 28/10/2020: 4:29 PM C File 5KB
T TS 2 - 28/10/2020: 4:29 PM C/C++ Header 3KB
[} se-identity.h 28/10/2020 4:29 PM C/C++ Header 33 KB
File name: |se-identity.h Dl v
Cancel

Figure 49: Open the se-identity.h File

4. The se-identity.h header file must be updated with the common DEVEUI, APPEUI, and APPKEY
parameters in the device registration on the network server. In this example, you can see that the
LORAWAN_DEVEUI_EUI , LORAWAN_JOIN_EUI ,and LORAWAN_APP_KEY are updated, as shown in Figure 50.

These values are based on the TTN V3 registration in Figure 47.

The LORAWAN_JOIN_EUI isthe same asthe App_EUI in this guide which is the term that adheres to the
LoRaWAN Specification V1.1.
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NOTE

To ensure that your device work on both LoRaWAN versions (LoRaWAN Specifications V1.0.x and

V1.1), make sure that the application rook key LORAWAN_APP_KEY and the network root key

LORAWAN_NWK_KEY of the se-identity.h file are exactly the same. Else, you might encounter MIC-

related errors while joining the network.

#define LORAWAN_APP_KEY

#define LORAWAN_NWK_KEY

The macro STATIC_DEVICE_EUI

2B, 7E, 15, 16, 28, AE, D2, A6, AB, F7,

2B, 7E, 15, 16, 28, AE, D2, A6, AB, F7,

is also updated to 1 instead of 0 since a generated DEVEUI in TTN V3 is

used in this guide instead of the embedded DEVEUI of the device.

E workspace_1.7.0 - D:\Downloads\en.stm32cubewl_v1.0.005TM32Cube FW_WL_V1.0.0\Projects\MUCLEQ-WL53)C\Applications\LoRaWAN\LoRaWAN_End_Mode\LoRaWAN\App\se-identity.h - STM32CubelDE  — [m] X
File Edit Source Refactor Navigate Search Project Run  Window Help
C-HR®-/-Bi g -~ %0 -G ®F-[JBE 1 H-Fl-o2 e O Q g |
[§ Project Explorer 33 = 8  [g radic_board_if.c | "se-identity.h 52 =0 »
BB Y 3 g o A
[T LoRaWAN_End_Node (in STMZ2Cul g gzl s ST T 1 I @
4% Binaries 945 /%1
[ Includes 95 * end-device IEEE EUI (big endian)
(&= Application O
(= Drivers i:l #define LORAWAN_DEVICE_EUI { ex22, ox22, @x22, ©x22, 0x88, @x83, 0x88, Ox88 }I
= Middlewares 9;_ s
[= Release App/Join server IEEE EUI (big endian)
= Utilities
[ LoRaWAN End_Node.ioc #define LORAMAN_JOIN_EUI { @x11, 8x11, @x1l, 8x11, 8x39, @x09, Bx99, 8x39 }I
(T3 STM3IZWL5ICIX_FLASH.Id
When set to 1 DevAddr is LOI VICE_ADDRESS
When set to @ DevAddr is automatically set with a value provided by a pseudo
random generator seeded with a value provided by the MCU platform
188 /
129 #define STATIC_DEVICE_ADDRESS -]
118
1118 /*!
112 * Device address on the network (big endian)
113 /
114 #define LORAWAN_DEVICE_ADDRESS ( uint32_t )ex018e886A
115
1165 !
117 * Application root key
115 g
119I #define LORAWAN_APP_KEY 2B,7E,15,16,28,AE,D2,A6,AB,F7,15,88,09,CF,4F ,3C I
1
L
* Network root key
v
I#] Problems J%| Tasks [E) Console 12 [T Properties [~ = B |5 BuildAnalyzer i1 2= Static Stack Analyzer = B
Ne consoles to display at this time. 3
Memory Regions  Memory Details
Region Start address End address
< >
< >
Writable Smart Insert 92:1:3979
Figure 50: Modified se-identity.h File

These parameters are usually set and code generated in the .ioc file via STM32CubeMX. But that method

is not possible since a direct modification of th
code generation via STM32CubeMX after the

e radio-related source files is done in this guide. Any further
modifications in the previous steps in this guide will override

all the changes that are required to run the LoRaWAN_End_Node project example RAK3172 module.

Generation of BIN file

With all the needed files modified and edited, you can now generate your

RAK3172 module.

.bin FW file and upload it to your
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1. The first step is to clean first the project to remove any outdated binary files in the project folder then followed
by building it. Sometimes Build Project is not clickable so you can use Build All as an alternative. You only
have one project as of now so that should work fine as well.

E workspace_1.7.0 - D:\Downloads\en.stm32cubewl_v1.0.005TM32Cube_FW_WL_V1.0.0\Projects\NUCLEO-WL55)C\Applications\LoRaWAN\LoRaWAN_End_Mode\LoRaWAN\App\se-identity.h - STM32CubelDE.  — [m] X
Eile Edit Source Refactor Mavigate Search Project Run Window Help

N-HR ®-K-Binidig@ Opnrua R AL 3 KRR R T R =1L Q im|[Em
{5 Project Explorer 23 = B [d radic s =0 g

B% T § - or o puidan Ctrl+B =
)

v E LoRaWAN_End_Node (in STM32Cut Build Configurations >

> [l Includes 945 /) Build Project

» [= Application 95

; Build Working Set >
5 [= Drivers 96
» (= Middlewares a7 4 Clean { @x22, Bx22, Bx22, Bx22, Bx88, BxE8, Bx88, BxE8 )
s (= Release 33, , Build Automatically
» (= Utilities 186 dian
[ LoRaWAN_End_Node.oc 181 Build Targets ’ )
% STM32WLSSICIX_FLASH.Id 102 # e { exil, exll, exll, ©xll, @x39, 8x99, 0x39, 8x99 }
103
1848 /| Generate Code
185 |_DEVICE_ADDRESS
106 Properties ically set with a value provided by a pseudo
187 ¥ random generator seeded with a value provided by the MCU platform
188 */
189 #define STATIC_DEVICE_ADDRESS ]
110
1118 /*!
112 * Device address on the network (big endian)
113 %/
114 #define LORAWAN_DEVICE_ADDRESS ( uint32_t )0x0100006A
115
1165 /*1
117 * Applicatien root key
18 =/
119 #define LORAWAN_APP_KEY 28,7E,15,16,28,AE,D2,A6,A8, F7,15, 88,09, CF,4F, 3C .
178
[*0 Problems (=] Tasks B Console 82 [5] Properties = B |5} Build Analyzer 7 z= StaticStack Analyzer = O

XL GEE-BE D =
COT Build Console [LoRaWAN_End_Node]

Memory Regions  Memory Details
Region Start address End address

Figure 51: Clean and Build the STM32CubelDE Project

2. After a successful build, you should see in console Finished building: LoRaWAN_End_Node.bin. You should
be able to see the generated LoRawAN_End_Node.bin firmware file in this folder location
\STM32Cube_FW_WL_V1.0.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\STM32CubeIDE\Release (for v1.0.0) or
\STM32Cube_FW_WL V1.2.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\STM32CubeIDE\Release (for v1.2.0). That bin file is the
firmware binary that you need to upload to your RAK3172 module.

m workspace_1.7.0 - D:\Downloads\en.stm32cubewl_v1.0.055TM32Cube_FW_WL_V1.0.0\Projects\NUCLEQ-WL35IC\Applications\LoRaWAN\LoRaWAN_End_Node\LoRaWAMN\App'se-identity.h - STM32CubelDE  — [m] be
File Edit Source Refactor Mavigate Search Project Run Window Help
vl B ®~R B i@ @@ @O Qi@ dE i oy Q E|@Em
S Project Explorer 3 = B [§redioboardifc T se-identityh 52 =0 s
BEY § 2 V. ~|E
[ LoRsWAN_End_Node (in STME2Cut &t - Bt ine RS TAN CIDEVICEREUT L
5 4 Binaries a4 /%1
> [ Includes 95 * end-device IEEE EUI (big endian)
> (= Application 96 */
> @& Drivers 97 #define LORAMAN_DEVICE_EUI { @x22, Ox22, @x22, Bx22, Ox88, @x88, Ox88, Ox88 }
> = Middlewares 33---x*!
> (= Release 188 * App/Join server IEEE EUI (big endian)
> = Utilities 11 */
[ LoRaWAN_End_Nodsioc 102 #define LORAWAN_JOIN_EUTI { ex11, Bx11, @x1l, Bx11, @x99, Bx99, 8x99, 8x99 }
3§ STM32WLSSJCIX FLASH.Id 183
1848 /=!

185 * When set to 1 DevAddr is LORAWAN_DEVICE_ADDRESS
186 * When set to @ DevAddr is automatically set with a value provided by a pseudo

le7 = random generator seeded with a value provided by the MCU platform

les  */

1@9 #define STATIC_DEVICE_ADDRESS @

11e

1118 /*!

112 * Device address on the network (big endian)

113 */

114 #define LORAWAN DEVICE_ADDRESS ( uint32 t )exolessooi

115

1168 /*!

117  * Application root key

118  */

119 #define LORAWAN_APP_KEY 2B,7E,15,16,28,AE, D2, A6, A8, F7,15, 88,89, CF, 4F, 3C

128 v
1#] Problems J£] Tasks [ Console 37 [T Properties = O [5)Build Analyzer 51 == Static Stack Analyzer = O

X4 0G| HE-RE O et 8

CDT Build Console [LoRaWAN_End_Node]

LoRaWAN_End_Node.elf -

“ /LoRaWAN_End_Node/Release - 15 Aug 2021,
I Finished building: LoRaWAN_End_Node.bin I 12:08:54 AM
Finished building: LoRaWAN End Node.list Memory Regions  Memory Details
Region Start address End address G
@@:83:54 Build Finished 1 warnings. (took 7s.725ms) 008000000 0x08040000
020000000 0x20008000 v
*l| « >
< > < >

Figure 52: Successful Build with BIN File for RAK3172
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Uploading the FW Generated Using
STM32CubeProgrammer

The generated .bin FW file is ready to be uploaded to RAK3172.
To upload this binary file, you need to use STM32CubeProgrammer created by STMicroelectronics.
Download the latest version STM32CubeProgrammer[” and the one compatible with your computer.

In this guide, you will use the internal UART bootloader of the STM32WL and connect the RAK3172 to a USB to
Serial converter tool like the RAKDAP1. You need to connect five pins: power supply pins (3.3 V and GND),
UART2 pins (TX and RX), and the BootO pin (connected to 3.3 V), as shown in Figure 53.

— G
RAKDAP1 Top View m B—l

G RAK

[t

FCC ID: 2AF6B-RAK3172(H)

{ RAK3172(H) F
: DevEUI: 60c5a8 %
| ffe75403f E -
BOOTOIEJ
—— D

Figure 53: RAK3172 Connection to USB-UART Converter with BootO Pin at 3.3V Level

I
LR

RAKDAP1 Bottom View

NOTE

You can also use an ST-LINK to upload the .bin file to RAK3172.

1. Once the hardware is now ready, you can open the STM32CubeProgrammer. Then you need to open the
LoRaWAN_End_Node.bin FW file from this folder location \STM32Cube_FW_WL_V1.0.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\STM32CubeIDE\Release (for v1.0.0) or
\STM32Cube_FW_WL_V1.2.0\Projects\NUCLEO-
WL55JC\Applications\LoRaWAN\LoRaWAN_End_Node\STM32CubeIDE\Release (for v1.2.0).

[F sTM32CubeProgrammer m} X

st O
CubeProgrammer

Address Data width | 32-bit - UART configuration

115200 -

No data o display

Log Verbosity level (@1 2

00:41:03 : STM32CubeProgrammer API v2.1.0

Figure 54: STM32CubeProgrammer Application


https://www.st.com/en/development-tools/stm32cubeprog.html
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[ openfile X
- v A <« LoRaWAN_End_MNode » STM32CubelDE » Release v (V] O Search Release
Organize « New folder = @
™ Name Date modified Type Size
L Application 13/08/2021 &:07 PM File folder
€ Dirivers 13/08/2021 &:07 PM File folder
] Middlewares 1607 PM File folder
& Llsilini /2021 12:08 AM File folder
m LoRaWAN_End_Mode.bin 15/08/2021 12:08 AM Binary Log 62 KB
E TORa AT C_ e e 15/08/2021 12:08 AM ELF File 184 KB
&
L
L
)
&
& v

File name: | LoRaWAN_End_Mode.bin v| Firmware files (*.bin;*.binary;™.F ~

Figure 55: Locating the .bin Firmware File

2. If everything is successful, you should now see the LoRawAN_End_Node.bin FW file in the
STM32CubeProgrammer.

[f] sTM32CubeProgrammer m] x

sTMaS"
CubeProgrammer

Memory & File edition
LoRaWAN_End_Node.bin :

fl Address ~ Size 0x400 Data width

Al o A I
0x00000000 20008000 08002009 08001881 08001883
0x00000010 08001885 08001887 08001889 00000000
0x00000020 00000000 00000000 00000000 08001888
0x00000030 0800188D 00000000 0800188F BUIUERIL | scoosoococcocano
0x00000040 08002059 08002059 08001895 08002059 LY

0x00000050 08002059 08002059 080018A1 080018A7
0x00000060 08002059 08002059 08002059 08002059
0x00000070 08002059 08002059 08002059 080018AD
0x00000080 08002059 08002059 08002059 08002059
0x00000090 00000000 08002059 08002059 08002059
0x000000A0 08002059 08002059 08002059 08002059
0x00000080 08002059 08002059 08002059 08002059
0x000000C0O 08002059 08002059 08002059 08002059

Firmware upgrade

5oV o
R
5oV o
S
5oV o
Y
5oV o
S

Log Verbosity level

00:23:13 : STM32CubeProgrammer API v2.1.0

00:23:19 : Read File: D:\Downloads'en.stm32cubew]_vl.0.0\STM32Cube FW_WL_VL1.0.0\Projects\NUCLED-
WLS5IC\Appli cations'\LoRaWAN\LoRaWAN_End_Node'\5TM32CubeIDE\Rel easelLoRaWAN_End_Node. bin

00:23:19 : Mumber of segments: 1

00:23:19 : segment[0]: address= Ox0, size= OxFEEBO

Figure 56: Loaded .bin Firmware File to the STM32CubeProgrammer

3. By default, the STM32CubeProgrammer chooses ST-LINK as the uploading interface, so you need to change it
to UART and select the right COM port. After setting up the UART connection, you can now connect and see
that the device is detected.



[E] sTM32CubeProgrammer

sTMaS"
CubeProgrammer

Memory & File editi

Address 00

Address
0x00000000
0x00000010
0x00000020
0x00000030
0x00000040
0x00000050
0x00000060
0x00000070
0x00000080
0x00000090
0x000000A0
0x000000B0
0x000000C0O

Log

0
20008000
08001885
00000000
0800188D
08002059
08002059
08002059
08002059
08002059
00000000
08002059
08002059
08002059

Size 0x400

4
08002009
08001887
00000000
00000000
08002059
08002059
08002059
08002059
08002059
08002059
08002059
08002059
08002059

Data width

8
08001881
08001889
00000000
0800188F
08001835
080018a1
08002059
08002059
08002059
08002059
08002059
08002059
08002059

32-bit

©
08001883
00000000
08001888
08001891
08002059
080018A7
08002059
080018AD
08002059
08002059
08002059
08002059
08002059

P I I

Verbosity level

1

OO 23 A3

¢ 5TM32CubeProgrammer API v2.1.0
Read

File: D:‘\Downloads'en.stm32cubew]_v1.0.045TM32Cube_FW_WL_V1.0.0\Projects\NUCLEO-

1
address= 0x0

size=

0xFEB0

WLSSJC\Apﬁhcatwons\LnRawAN LoRaWAN_End_Node\5TM32CubeIDE\Re] ease'LoRaWAN_End_Node.bin
: Number of segments:
3 19 : segment[0]:

Data bits
Stop bits

ntrol

[] sTM32CubeProgrammer

STMJ
CubeProgrammer

= Memory & File edition

0x0

Address
0x00000000
0x00000010
0x00000020
0x00000030
0x00000040
0x00000050
0x00000060
0x00000070
0x00000080
0x00000090
0x000000A0
0x000000B0
0x000000C0

Log

0
20008000
08001885
00000000
0800188D
08002059
08002059
08002059
08002059
08002059
00000000
08002059
08002059
08002059

Figure 57: Selecting UART as Programming Interface

Size 0x400

4
08002009
08001887
00000000
00000000
08002059
08002059
08002059
08002059
08002059
08002059
08002059
08002059
08002059

Data width

8
08001881
08001889
00000000
0800188F
08001895
080018a1
08002059
08002059
08002059
08002059
08002059
08002059
08002059

32-bit

e
08001883
00000000
08001888
08001891
08002059
080018A7
08002059
080018AD
08002059
08002059
08002059
08002059
08002059

I
5ol o
N
5o o
I
5ot o
I
5ol o
LY

I

Verbosity level

1

00: 3 13

Read File:

1
address= 0x0,

: STM32CubeProgrammer API v2.1.0
: D:'\Downloads'en. stm32cubew]_v1, 0. 0\STM32Cube_FW_WL_V1.0.0'Projects\NUCLEO-
WLSSJC\App'\'\cahnns\LnRalﬂAN LoRaWAN_End_Node\5TM32CubeIDE \Re] eas e’ LoRaWAN_End_Node. b

: Number of segments:
: 3 19 : segment[07:

size=

0xFEBO

Data bits
Stop bits

ntrol

Figure 58: Selecting the Right COM Port

4. You need to ensure that the Booto is connected to VDD (3.3 V) when the device is powered up, else, the

STM32CubeProgrammer might not detect the device. The logs of a detected device are shown in Figure 59.
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SI‘F\.‘.\I\W:‘q ammer 1_9 “ n L4 K ”

= Memory &File edition

Devicememory | LoRaWAN_End_Nade. +
0

Address 0x ~ | Size | OxFGBO Data width 32-bit ¥ | FindData 0x

Address 0 4 8 c

20008000 08002009 08001881 08001883
08001885 08001887 08001889 00000000
00000000 00000000 00000000 0800188B
0800188D 00000000 0800188F 08001891
08002059 08002059 08001895 08002059
08002059 08002059 080018A1 080018A7

0x00000000
0x00000010
0x00000020
0x00000030
0x00000040
0x00000050

Live Update

Verbosity level (@ 1

00:57:16

:DTRIow

00:5717:
00:5717:

00:67:7:
00:5717:

Fort configuration: parity =even, baudrate = 115200, data-tit =8,

Chip IB: 0x497
BootLoader protocol version: 3.3
UPLOADING OPTION BYTES DATA ..

stop-bit =1.0, flow-control = off

oo : Bank
00:57:17: Address
00:57:17: Size

oo : Size
00:57:17: Address

:0x00
:0xfff7800
:104 Bytes

00:57:17 : UPLOADING .

:1024 Bytes
:0x8000000

Targetinformaticn
STM32WLix
MCU
0x497
siol =
Flashsize 266 KB - Default

CPU Cortex-M4
Baootloader Version =

00:57:17 : Read progress:

00:57:17 : Time elapsed during the read operation is: 00.00:00.135

100%

Figure 59: RAK3172 Detected by STM32CubeProgrammer

5. If the device is detected by the STM32CubeProgrammer, you can now upload the firmware by clicking

Download.
N . r
S.l[‘rfl:hn-"\‘w ammer _\_u / n u L _.K y’

= Memory &File edition @ Connected

Device memory | LoORaWAN_End_Naode.bin -

Address 0x0 0xFBBO Data width 32-bit ~ | FindData

Address 0 4 8 c

20008000 08002009 08001881 08001883
08001885 08001887 08001889 00000000
00000000 00000000 00000000 08001888
0800188D 00000000 0800188F 08001891
08002059 08002059 08001895 08002059
08002059 08002059 080018A1 080018A7

0x00000000
0x00000010
0x00000020
0x00000030
0x00000040
0x00000050

Live Update  Verbosity level (@ 1

ize 1074 Bytes
. Address :0xB000000
:Read progress:
Target information
: Time elapsed during the read operationis: 00:00:00.116
:ReadFile: JUsers/apple/Dropbaox/LoRaWAN_End_Node.bin
:Number of segmens: 1
+ segment[0]: address= 0x0, size= 0xFEBO
00:47:40 :Memary Fragramming ...
00:47:40 : Opening and parsing file: LoRAWAN_End_Node bin
00:47:40: File
00:47:40: Size 163152 Bytes
00:47:40: Address :0x08000000
00:47:40 : Erasing memaory corresparding to segment 0:
00:47:40 :Erasing interral memary sectors [0 30]
00:47:40 : Download in Progress:

STM32WLxx
MCU
0x497

Flashsize

256 KB - Default
:LoRaWAN_End_Node.bin CPU Cartex-M4

Baotloader Version

Figure 60: Firmware Uploading in Progress
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STM
CubeProgrammer

Memaory & File edition @ Connected

- evice memory LoRaWA N_End_Ncde.l .

Address 0x0 ¥ Size | OxFEBO Data width 32-bit v | FindData 0x Download

Address 0 4 8 c

0x00000000 20008000 08002009 08001881 08001883
0x00000010 08001885 08001887 08001889 00000000
0x00000020 00000000 00000000 00000000 08001888
0x00000030 0800188D 00000000
0x00000040 08002059 08002059
0x00000050 08002059 08002059 o File dowinload complete

[ ] Message

U077 - UPLOADING

00:5717 : Size 1024 Bytes
00:57:17 : Address :0x8000000
00:57:17 : Read progress:

Targetinformaticn

00:57:17 : Time elapsed during the read operatian is: 00.00:00.135
00:58:58 : Memary Frogramming ...

00:58:58 : Opening and parsing file: LoRaWAN_End_Node kin
00:58:58 : File : LoRaWAN_End_Node.bin evisi
00:58:68: Size  :63152 Bytes Flash
00:56:58 : Address  :0x08000000 CPU
00:58:58 : Erasing memary correspending o segment 0: Bootloader Version
00:58:58 : Erasing internal memary sectors [0 30]
00:58:59 : Download in Progress:

size 256 KB - Defal
Cartex-M4.

00:59:07 : Time efapsed during download operaticn: 00:00:08.807

100%

Figure 61: Firmware Successfully Uploaded

6. After the successful download, restart the device and remove the connection of the BootO pin to VDD (3.3 V),
leaving you only with four-pin connections (power supply lines and UART2) as shown in Figure 62.

UART2_RX
RAKDAP1 Top View

 RAK

Erez

FCC ID: 2AF6B-RAK3172(H)

: RAK3172(H) E E

DevEUI: 60c5a8

— i ffe75403f E .

s7

RAKDAP1 Bottom View

Figure 62: RAK3172 Connection to UART

7. By using Serial Terminal software, check the serial output logs of the RAK3172 with the newly uploaded FW
with baud rate setting 115200. You should be able to see the serial logs, as shown in Figure 63.

APP_VERSION: v1.0.90

MW_LORAWAN_VERSION: VZ.2.1

MW_RADIO_VERSION: Vv@.6.1

W OTAA HHIH

it AppKF+APP_VERSION: vV1i.0.0

MW_LORAWAN_VERSION: VZ.2.1

MW_RADIO_VERSION: Vv@.6.1

W OTAA HHIH

#ERH AppKey: 11 11 11 11 11 11 11 11 66 66 66 66 66 66 66 ©
#ERHE NwkKey: ZB 7E 15 16 28 AE DZ A6 AB F7 1 CF 4F 3
W ABP  HHHIHE

#ititHH AppSKey: ZB 7E 15 16 28 AE DZ A6 AB F7 15 88 @9 CF 4F 3C
HERHE NwkSKey: ZB 7E 15 16 28 AE DZ A6 AB F7 15 88 @9 CF 4F 3C
##na# DevEul: 22-22-22-22-88-88-88-88

# AppEui:  11-11-11-11-99-99-99-99

@s@1Z:TX on freq 868300000 Hz at DR @

15496:MAC txDone

65518:RX_1 on freq 868300000 Hz at DR @

65645 :PRE OK

75191:HDR 0K

85337:MAC rxDone

6
C

ittt = JOINED = OTAA —m=mmmemeee e
105014 temp= 29

10s014:VDDA= 254

10s015:TX on freq 86750000@ Hz at DR @
18s016:SEND REQUEST

11s5664:MAC txDone

165685:RX_1 on freq 867500000 Hz at DR @
16s5812:PRE OK

175358:HDR OK

175849:MAC rxDone

205014 :temp= 30

Figure 63: RAK3172 UART2 Logs

8. With the device registered to TTN, you should now see a successful join and LoRaWAN device uplink.



RAK® Documentation Center

u My RAK Work Applications

Overview

End devices

m Live data

<> Payload formatters
7. Integrations

aw Collaborators

Or APlkeys

L& General settings

Hide cidebar

Applications » My RAK Work Applications » End devices » RAK3172

RAK3172

ID: rak3172-init-test

* Last seen 1 second ago N2 Lnjfa

Overview Live data Messaging Location Payload formatters Claiming General settings

General information

Created 144 days ago

Seeall activity

End device ID rak3172-init-test ®
Description This end device has no description

©D @1:01:02
Created at Mar 23, 2021 17:15:07 =

Forward uplink data message Payload: { } 002710 1D 6@:
Forward uplink data message Payload: { } 802710100
Accept join-request

Console: Events cleared The events list has been clear

Activation information

AppEUI 111111 11 99 99 99 99 o B
DevEUI 22 22 22 22 88 88 88 88 o @ Location
Rootkey ID n/a

AppKey R T T P -

Change location settings =

Figure 64: RAK3172 in TTN V3 Join and Uplink
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